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CongepxaHWe MUCIHIIIHUHBI

Jlexnuu 14 mr. mo 2 4Jaca:

1.1.
1.2.
1.3.
1.4.

[IpaBoBas ocHoBa HH(MDOPMAITMOHHON 0€30MaCHOCTH HH()DOPMAITMOHHBIX CHCTEM.

[IpaBoBas 3amuTa HH(GOPMAIMK IEPCOHATBHOTO XapaKTepa, IepCOHANbHBIE JaHHBIE.

3akonomarenbctBo PO B 06mactu nHGOpMAIIMOHHON 6€30TTaCHOCTH.

TpeboBanus 3akoHomarenbcTBa P mo Bompocam ymopsioueHuss oOMeHa HMHQOpManueil ¢ HCHOJIb30BaHHWEM HH()OPMAIIMOHHO-

TCJIICKOMMYHHUKAIITUOHHBIX ceTel u MCPBI 11O UX 00eCIIeYeHHUIO.

1.5.
MHU.
1.6.
1.7.
1.8.
1.9.
1.10.
1.11.

OcHoguble nionoxenus: enepanbHoro 3akona ot 27 utoiig 2006 r. Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX» ¢ U3MEHEHUSIMU U JIOTIOJIHEHUSI-

Bunpl, ncTouyHNKY ¥ KiaccuuKkanus yrpo3 HH(GOpMaImoHHONH 6€30MacHOCTH.

YTpo3bl 0€3011aCHOCTH MIEPCOHATBHBIX JAHHBIX, YI3BUMOCTH HH()OPMAIMOHHBIX crcTteM [1]1.

bazoBast Moiens yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX.

OcHoBbI aynuTa nHGopmMarmoHHou 6e3omacHocTy. [lonmuTrka n KoHIENN HHPOPMAITMOHHON 0€30MaCHOCTH OpPTraHU3aIUy.
OCHOBHBIE METOBI ¥ CPEICTBA OPraHU3ALNHU 3aITUTHl HHPOPMAIUH.

HNubopmanrmoHHbIe CUCTEMBI TICPCOHABHBIX JaHHBIX.




1.12. Opranuzanus 1 BeeHUe paboT Mo 00ecreYeHn o 0€30MacHOCTH MEPCOHATBHBIX TAaHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX CHCTEMax
1.

1.13.  OcCHOBHBIE PUHITUIIBI 3ALMTUIIIEHHOTO JIEKTPOHHOTO JJOKYMEHTO000POTA.

1.14. Dnexrponnas mudpoas noanuck. Cuctema kpunrtorpadudeckoi 3amutsl Kpunro-Ilpo.

JlaGopatopHbie paboThl 6 WT. 1O 2 yaca:

2.1. 3akoHonarenscTBO PO B 061actu nndopmarmonHoit 6e3omacHocT. [IpaBoBas oxpaHa KOMITBIOTEPHBIX IPOTPaMM | 0a3 TaHHBIX.

2.2. IlpaBoBas 3amuTa NepcoOHaNbHBIX JaHHBIX. TpedoBanus 3akoHonaTenbcTBa PD mo BompocaM yrnopsioueHus: ooMeHa nHdopMalen ¢ ncroib-
30BaHHEM MH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH U MEPHI MO UX 00ECIIEUEHHUIO.

2.3. AHanu3 aKkTyalbHBIX YTPpo3 HHPOPMAITMOHHOHN Oe30macHocTH (coryiacHo onyonrkoBaHHBIM cBefeHusIM OCTOK). Mcnonp3oBaHue MPUITOKCHUS
Cisco Packet Tracer mist MogenupoBaHus IEMEHTOB MHPOPMAIMOHHON 0€30MacHOCTH (OpraHU3aIMs 3allUThl HA CETEBOM YPOBHE) B BBIUHCIIH-
TEJIbHBIX CETX.

2.4. Ananu3 ysi3BUMOCTEeH MH(POPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX JaHHBIX. bazoBas Mozenb yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX TPH
ux 00paboTke B MH(POPMALMOHHBIX CHCTEMax MEpPCOHANbHBIX JaHHbIX. Vcnonp3oBanue npunoxkenus Cisco Packet Tracer ans monmenupoBaHus
3JIEMEHTOB MH(OPMALMOHHON 0€30MacHOCTH (OpraHu3alus 3alluThl Ha IPUKJIAJHOM YPOBHE, CIIUCKH YIPABICHUS JOCTYIIOM C LIEJbIO pa3rpaHuye-
HUs octyna K pecypcam [1K) B BBIYMCIUTENBHBIX CETAX.

2.5. O6mas cucrema omneHku ys3BuMocTeil (Common Vulnerability Scoring System — CVSS). HUzydyenune Bosmoxknocteit CVSS —kanbKymsiTopa.
Pa3zpaboTka monmuTuku 6€30MaCHOCTH OPTaHU3AIIHH.

2.6. V3yyeHre OCHOBHBIX 3JIEMEHTOB MPOTPAMMHBIX CPEACTB, 0OECHEUMBAIOIIMX 3aIIUTY OT BPEJOHOCHBIX MPOTrpaMM Ha MpUMEpEe aHTUBHUpYCa
Kacnepckoro. Pa3zpaboTka nmonmuTHKU 0€30MaCHOCTH OpraHu3alu. M3ydeHrne OCHOBHBIX 3JIEMEHTOB T'OCYAAPCTBEHHBIX WH(POPMAIMOHHBIX CUCTEM
MEPCOHANIBHBIX JTaHHBIX. OpraHu3anus U BeIeHHe padboT Mo 00ecreYeHno 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX MPH X 00paboTke B MH(MOpMa-
IIMOHHBIX CHCTEMax MEePCOHANbHBIX JAHHBIX. 3alOJHEHUE yBeIOMIIeHUsI 00 00paboTke (0 HaMEpeHUH OCYHIECTBIATh 00pabOTKY) MEepCOHATBHBIX
JTAHHBIX.

JlaGoparopusie paboTs! 1 mT. 2 yaca:

2.7. OCHOBHBIC TIPUHITUIIBI TPUMEHEHUS IIEKTPOHHOM 1T poBoit moanucu. Cuctema kpunrorpaduaeckoit 3amutel Kpunrollpo.
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